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The security risk of information technology structure and policy, specific management plans
and resources invested in security risk of information technology, etc.

(1) Security risk of information technology structure

In the era of information society and globalization, the relationship between people and
computers and the Internet is becoming more and more close, and electronic transactions are
becoming more and more popular. However, the company's production and sales are not online
real-time operating systems, and the company has an information department that hires relevant
professionals to assist in the company's management network, host and related systems. Computer
and arrange anti-virus detection, and strengthen various simulation tests and emergency response
drills in the computer room to ensure the normal operation of the information system and data
preservation, to reduce the risk of system interruption caused by accidents or human negligence.

The company has an IT department to ensure the security risk of information technology. In
terms of operations, the function of the IT department is to: provide the operational department
with data processing and inquiry; provide various reports required by the operation department to
simplify manual work; reduce complicated and duplicated routine procedures to increase work
efficiency; coordinate with other departments to standardize the transaction procedure document
format. Integrate and plan the management and maintenance of all departments’ required software
and hardware. In terms of operation and management, it aims to stimulate coordination and
communication among the departments to have a smooth operation and enhance data consistency;
provide management information to help analyze and manage decisions and coordinate with the
enterprise’s operating plan; assist the audit department and strengthen internal audit control; and
enhance the enterprise’s competitiveness. The operating procedures for the personnel of the

relevant departments are:

Management Information System (MIS)
Manager IT executive
a. Assist company to plan the information | a. Management of the Office’s Computer
environment, design, project execution (ERP, | equipment/ software (requisition, monitoring,
SFT, Payroll, FingerTech). maintenance, service).
b. Plan company’s network infrastructure and | b. Network/ File sharing/ Email/ Terminal setting
ensure the plan is up to date, executable and | in office and production area.

secure. c.Database backup and server storage
c. Dealing with the vendor/ supplier for related | monitoring.
matters about system. d. Update Server Checking List every day.

d. Assist in internal control and monitor the | e. System monitoring and maintenance.
operation through computer information system. | f. System and computer training.
Ensure the data integrity and data confidentiality.
e. Authorize and follow up with IT executive
regrading requisition, monitoring, maintenance,
service of hardware/software in company.

f. system training & meeting.

g. System monitoring and maintenance.




(2) Security risk of information technology policy

The company has also compiled a "computerized information system processing cycle (MIS
cycle)", which has been discussed and approved by the board of directors, to further ensure and
strengthen the management of information security through specific management plans. The "MIS
cycle” describes the control operations and management procedures for each item in the
computerised information system processing flow chart. For example, hardware and system
software purchase, usage, and maintenance, and disposal control operations, programme and data
access control procedures, etc. The computerised information system processing flow chart is as
follows:

Function of IT Department and Job
Responsibilities (MI3301)

!

System Developmentzand Program
Maodification Control Operation (MIS302)

l

Preparastion of System Documentation
(h15303)

|

Program and Data Access [(MIZ304)

l Declaration
of Public

Information
Date Input =nd Cutput hI5311

[Ma13305)

Application
Contral

Computerized
Information System l
Proceszing Internal Parformance
Control Procedures Datz Processing Evaluation

Coneral [r-.:usaas:l
Contral l

Documentstion and Equipment Security
[MIS307)

!

Hardware 2nd System Software Purchase,
Uszge and Mzintenance and Dispose Control
Operztion [MIZ308)

!

The System Recovery Plan and Testing Information and
Operation [MIZ303) | o Comrmmication
N Security
| MIS 310
Incident Management Procedures
hI5312

(3) Specific management plans
The MIS Department has adopted a variety of network security precautions, including
firewalls, anti-virus software and other technologies, and the company employees use the
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company network to set up barriers when browsing external web pages to strengthen network
security. If the website is unknown or malicious, the link will not be opened. The company's
internal control system has procedures related to computerized information system processing,
and we will also announce relevant information use methods and precautions to all employees by
email, and the information department will also arrange some information security-related
briefings from time to time. To remind company employees to pay attention to network security,
and to promote the latest information security information.

The company's security risk of IT assessment is low. As of the publication of the annual report,
the company has found no major cyberattacks or incidents that have or may have a significant
adverse impact on the company's operations and has not been involving in any legal cases or
regulatory investigations related to this.

(4) Resources invested in security risk of information technology
(1) Employee management and education training
A. Personnel safety assessment and management
B. Staff responsibility for maintaining information security and official confidentiality
C. Information Security Education and Training
(2) Computerized Information System Security Management
A. Content for Computerized Information System Processing Internal Control
B. Computerized Information System Processing Flow Chart
C - Function of IT Department and Job Responsibilities
D. System Development and Program Modification Control Operation
E. Preparation of System Documentation Control
F. Program and Data Access Control
G. Data Input and Output Control
H. Data Processing Control
I. Documentation & Equipment Security Control
J. Hardware and System Software Purchase, Usage, Maintenance and Dispose
Control
K - The System Recovery Plan and Testing Control
L - Information and Communication Security
M - Declaration of Public Information Operation

N - Incident Management Procedures



